NINGBO YIHENG ART & CRAFT CO., LTD

No.701, B2 Building, Wanyang Zhongchuang Cheng, BinHai, ChunHu Street, Fenghua District,
Ningbo City, Zhejiang Province, China 315506 15888547991

SCAN SECURITY AUDIT (ONSITE)

Report # EA-2024-04-0287-CAPA-V4
Audit Submitted Apr 15, 2024
Compliance Score 98%

Audit Type EXTERNAL AUDIT




Location Information

NingBo Yiheng Art & Craft Co., Ltd

No.701, B2 Building, Wanyang Zhongchuang Cheng, BinHai, ChunHu Street, Fenghua District, Ningbo City,

Zhejiang Province, China 315506 15888547991

SCAN ID CN88NZ5212NI

Point of Contact Name Fan BI Ying, Nancy Hu

Point of Contact Email 439273989@qq.com; salesi8@merryart.cn
Contact Name Phone Email

sales18@merryart.cn

Location NingBo Yiheng Art & Craft Co., Ltd

Primary Location Yes

Critical Location No

Assigned Auditor Eurofins

Schedule Date Apr 12, 2024
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Audit Summary

Pre-CAPA

Audit Submitted a

Apr 15, 2024 94%

Compliance by Category

Agricultural Security

Business Partner Requirements

Conveyances and Instruments of International Traffic
Cyber and Information Technology Security

General

Personnel Security

Physical Security

Procedural Security

Risk Assessment

Seal Security

Security Training & Threat Awareness

Compliance Score Pre-CAPA

o

100%

100%

100%
88%

100%

100%
88%

98%
77%
96%
100%

20

B 94% (Apr-2024)
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Audit Summary

Post-CAPA

CAPA Submitted Date (Last)
Apr 28, 2024 98%

Compliance by Category

Agricultural Security

Business Partner Requirements

Conveyances and Instruments of International Traffic
Cyber and Information Technology Security

General

Personnel Security

Physical Security

Procedural Security

Risk Assessment

Seal Security

Security Training & Threat Awareness

Compliance Score Post-CAPA

100%
100%
100%
98%
100%
100%
96%
98%
100%
100%
100%

20

B 98% (Apr-2024)
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Business Profile Information

Does the facility participate in any
government, local customs, or World
Customs Organization (WCO) accredited
facility security program?

Does the facility hold a Government Supply
Chain Security Certification?

Has the facility been reviewed or audited by
this program?

Primary Industry of Operations
Product Type / Commodity
Year Established

Grounds Size (Square Meters)
Number of Buildings

Facility Size (Square Meters)

Number of access points? (i.e. gates, exterior
doors)

Hours of Operation

Number of Employees

Number of Contract Employees
Number of Inhouse Security Guards
Number of Contract Security Guards
Number of Migrant Workers

Annual Revenue

Does the facility outsource any
manufacturing services?

If yes to outsourcing any manufacturing
services, please describe services outsourced
and country location.

What countries does this facility export to?

Does this facility have affiliate locations
where any work is conducted or product
stored?

Does the facility outsource any transportation
services?

bsi.connect
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No

No

No

Art & Craft Manufacturing
Art & Craft

2023

5500

1

5700

Production workers ran 1 shift from Monday to Friday:
8:00am-11:30am/ 12:30pm-5:00pm; Security guards
ran 2 shifts, From: Monday to Sunday: Shifts: (8:00am-
8:00pm/ 8:00pm-8:00am)

21 -50

33

5

15

16

10 - 50 Million
No

No process was subcontracted or outsourced

USA, Mexico, etc
No

Yes
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Company Name Contact Email Contact Email Percentage of time

Shanghai Xishida Logistics Co., Ltd. Mr. Shi Xiaoxiong Not Provided 100
Does this facility partner with any sales agent Yes, the factory export via vendor.
or vendor representatives?
Enter location address as it appears on the No.701, B2 Building,Wanyang Zhongchuang Cheng,
business license for this location. BinHai,ChunHu Street, Fenghua District,Ningbo City,
Zhejiang Province, China
Name of Auditor Completing this Audit (First Penny Peng
and Last Name)
Auditor Certification # 241410-218241
Name of onsite Factory Representative (First Mr. Fan Lei/Production Manager

and Last Name)

Factory Representative Email Address fan_lei4@126.com
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Audit Responses

Audit Assigned 5 Due Date 5 Overall Compliance Score
Mar 22, 2024 May 06, 2024 98%

General 100%

1 Does the business license match the current location name and address as listed on the
audit sheet? Please attach photo of business license.

® Yes

No

R

Business license.jpg

Comments:

2 Is there a primary point of contact (POC) identified regarding security matters?

® Yes

No
Comments:

3 Did the auditor review previous SCAN audit CAPAs in preparation of this audit?

Only select NA if there was not an audit previously conducted with CAPAs assigned.
Yes

No

® NA

Comments: This is an initial audit.

5 Has the audited location recently (within the last 60 days) participated in the free SCAN
Factory and Supplier Training provided in advance of this Audit?
@ Yes (please attach photo of training certificate)
PDF

No
SCAN training_certi.. pdf

Comments: The factory representative Mrs.Fan/General Manager participated in the free SCAN security and threat
awareness training on March 29th, 2024.

6 Has there been a Social Compliance or Responsible Sourcing Audit in the last 24 months
that addresses the facility's employment practices?

(® Yes -- please provide audit date, audit firm who conducted audit, and audit score
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No -- Audit Report on file is older than 24 months

Never/no record

Comments: The social audit was conducted on March 23rd, 2024 by Benchmark. The audit audit was pass.

Risk Assessment 100%

7 Does the facility have a risk assessment that identifies vulnerabilities in the business plan?

® Yes
No

Comments:

8 Is the facility risk assessment shared with business partners and contractors?

Yes

® No

Comments: The factory did not share its risk assessment with business partners.

CAPA Assigned 2024/04/18 | Due Date 2024/06/17 (| Included in scoring |

CAPA: Implement a process in which your organization shares the risk assessment with your business partners

and contractors.

- If you have already implemented, please describe in the comment section when and how you completed the
corrective action or implemented the process. Please attach a photo of the process with the title and description of
document.

- If you will implement, please provide your corrective action plan and the timeline (future date) for completion and
implementation of the process in the comment section.

CAPA Guidance: It is a good business practice to share your risk assessment with both your business partners,
suppliers, and vendors to allow for coordination of corrective actions and business continuity planning. The risk
assessment must include at a minimum:

- list of all primary vendors and suppliers

- how these vendors/suppliers are impacted by possible vulnerabilities/risks

- What role vendors/suppliers play in facility's preventative/corrective actions

- date of when risk assessment will be or was shared

Comments section must include actions completed or to be taken. If attaching a document, please explain which
page will be the start of your process.

CAUTION: Selecting option "Will not implement/ will not comply with corrective action request" is indicating that
you acknowledge that your final score for this question will lose points and may be negatively viewed by SCAN

Members.
(® Already implemented
Will implement
Will not implement/ will not comply with corrective action request

8. BM155Ws.. zip
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https://scrisksolutions.com/WEBAPI/api/GetFile?BaseAssessmentAnswerTempUrl=%5CCapaAnswers%5C1210373%5C8%E3%80%81%E6%88%91%E4%BB%AC%E4%B8%8E%E4%B8%8E%E4%B8%9A%E5%8A%A1%E5%90%88%E4%BD%9C%E4%BC%99%E4%BC%B4%E5%92%8C%E6%89%BF%E5%8C%85%E5%95%86%E5%85%B1%E4%BA%AB%E9%A3%8E%E9%99%A9%E8%AF%84%E4%BC%B0%EF%BC%8C%E5%B9%B6%E5%9C%A82024%E5%B9%B404%E6%9C%8815%E6%97%A5%E5%AE%9E%E6%96%BD%E3%80%82.zip&BaseAssessmentAnswerTempName=8%E3%80%81%E6%88%91%E4%BB%AC%E4%B8%8E%E4%B8%8E%E4%B8%9A%E5%8A%A1%E5%90%88%E4%BD%9C%E4%BC%99%E4%BC%B4%E5%92%8C%E6%89%BF%E5%8C%85%E5%95%86%E5%85%B1%E4%BA%AB%E9%A3%8E%E9%99%A9%E8%AF%84%E4%BC%B0%EF%BC%8C%E5%B9%B6%E5%9C%A82024%E5%B9%B404%E6%9C%8815%E6%97%A5%E5%AE%9E%E6%96%BD%E3%80%82.zip&filePath=%5CCapaAnswers%5C1210373%5C8%E3%80%81%E6%88%91%E4%BB%AC%E4%B8%8E%E4%B8%8E%E4%B8%9A%E5%8A%A1%E5%90%88%E4%BD%9C%E4%BC%99%E4%BC%B4%E5%92%8C%E6%89%BF%E5%8C%85%E5%95%86%E5%85%B1%E4%BA%AB%E9%A3%8E%E9%99%A9%E8%AF%84%E4%BC%B0%EF%BC%8C%E5%B9%B6%E5%9C%A82024%E5%B9%B404%E6%9C%8815%E6%97%A5%E5%AE%9E%E6%96%BD%E3%80%82.zip

Comments: We shared the risk assessment with our business partners and contractors and implemented it on
April 15, 2024. HANS5WSEFKFFARRBEEXETE, FHE2024504H 150 L5,

Acceptance Comments: Accepted

9 Does the facility risk assessment include vulnerabilities specific to contracted service

providers such as contractors, seasonal employees etc.?

® Yes
No

Comments:

10 Is the facility risk assessment updated periodically?

(® Last update within the past 12 months
Last update between 12 months and 18 months
Last update between 18 months and 24 months

No updates noted or last update greater than 24 months ago

Comments:

1 Define the facility's cargo movement management process. (Select all that apply)

Only select NA if the cargo movement is hot managed or facilitated by the facility.
A written cargo process map is available
The cargo process map includes transit times from origin to final container yard
The cargo process map includes locations where freight may be at rest
No written cargo process map is available

NA

Comments:

12 Define the facility's crisis plan. (Select all that apply)

Documented crisis plan available
Crisis plan includes reporting crisis-related issues to business partners as necessary
Crisis plan includes alternative locations if facility is rendered unusable

No documented crisis plan available
Comments:

Business Partner Requirements 100%

13 Does the facility contract services such as security, transportation or manufacturing labor?

® Yes

No
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Comments: Transportation contractor: Shanghai Xishida Logistics Co., Ltd.

14 Does the facility review and provide copies of security criteria to business partners,
particularly those that support international supply chain activities?

@ Yes - Security criteria reviewed and provided in local language
Yes - Security criteria reviewed and provided in English only
Yes - Security criteria is reviewed but not provided to business partners

No - Security criteria is not reviewed with all business partners

Comments:

15 Does the facility have written procedures used in the selection of business partners
including: material suppliers, manufacturers, and logistics service providers? (Select all that apply)

Documented screening process is available

Screening process is done on an annual basis

Screening process includes looking for evidence of money laundering and terrorism funding
Screening process includes monitoring for financial stability

No screening process takes place

Comments:

16 Are the facility's contracted business partners required to conduct an annual security risk
assessment of their operation?

(® Yes - Annually
Yes - every 2 years
Yes - At time of contract initiation only

No

Comments:

17 Does the facility require business partners to provide a statement of compliance or
complete a questionnaire highlighting CTPAT Minimum Security Requirements that are in place? Is the

statement or questionnaire renewed annually? (Select all that apply)
Compliance Statement and/or Security Questionnaire required
Renewed annually
No

Comments:

18 If there are areas of non compliance found on the questionnaire, does the facility require
corrective action plans from the business partner with evidence of implementation?

® Yes

No
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Comments:

Cyber and Information Technology Security

19 Does this facility have internet and computer network systems?
® Yes

No
Comments:

20 Does the facility have a comprehensive written cyber security policy to protect information
technology systems? Is the policy reviewed and updated annually?

@ Policy is written and was updated within the past 12 months
Policy is written and was updated within the past 12-18 months
Policy is written but last update was greater than 18 months ago

No written policy is available
Comments:

21 Does the facility have firewall and anti-malware software installed to identify, protect,
detect, respond and recover their network? (Select all that apply)

Firewall deployed
Anti-malware software installed

No firewall or anti-malware software deployed
Comments:

22 How frequently are updates performed on firewall and malware software?

Software updates are automatically deployed from the software providers
(® Manual updates installed by on site IT services as needed

No updating is performed

Comments:

23 Are test scenarios conducted to identify open ports and IP addresses that create vulnerable
access to the internal network?

Vulnerability tests are conducted by IT personnel

(® No vulnerability tests are conducted
Comments: No vulnerability test was conducted by the factory.

CAPA Assigned 2024/04/18 | Due Date 2024/06/17 [ Included in scoring ]
CAPA: Include in your cybersecurity policy to implement test scenario's to identify cyber security risks.

- If you have already implemented, please describe in the comment section when and how you completed the
corrective action or implemented the process. Please attach a photo of the process with the title and description of
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document.

- If you will implement, please provide your corrective action plan and the timeline (future date) for completion and
implementation of the process in the comment section.

CAPA Guidance: The policy must include at a minimum: explanation of vulnerability tests; who conducts tests;

frequency of tests; steps to resolve any gaps/vulnerabilities identified from testing.

Comments section must include actions completed or to be taken. If attaching a document, please explain which

page will be the start of your process.

CAUTION: Selecting option "Will not implement/ will not comply with corrective action request” is indicating that
you acknowledge that your final score for this question will lose points and may be negatively viewed by SCAN
Members.
(® Already implemented
Will implement
Will not implement/ will not comply with corrective action request
23, EAIEHRHEATL. zip
Comments: 1. We have updated the program file on April 1, 2024 to add steps for vulnerability testing. Please
refer to Section 9 of the document: Vulnerability Testing. We started implementation on April 1, 2024.
2. Vulnerability testing process:
2.1. Set X-Scan
2.1.1. Set the detection range
2.2.2. Global Settings
2.2.3. Plug-in Settings
2.2. Start scanning and view the result
2.2.1. Start scanning
2.2.2 After the scan is complete, the Web Scan Report of X-Scan Report will be opened automatically. There are
detailed vulnerability information and solutions for scanning. And according to the solution provided, solve the
vulnerability information.
For example: Update the operating system in a timely manner: operating system manufacturers regularly release
security patches to fix known vulnerabilities. Make sure your operating system is updated to get the latest security
fixes.
System Vulnerabilities: Updating software and applications: In addition to the operating system, third-party
software and applications can also be vulnerable. Update these software and applications regularly for the latest
security fixes.
Software vulnerabilities: Install and update antivirus software: Installing and keeping up-to-date antivirus software
can detect and prevent malware intrusion in a timely manner, thereby reducing the risk of system vulnerabilities.
Firewall vulnerabilities: Configure firewalls: Firewalls can monitor and control network traffic and prevent
unauthorized access and attacks. Ensure that the firewall is correctly configured to enhance system security.
Login Vulnerabilities: Use of strong passwords and multi-factor authentication: Using a strong password prevents
guessing or cracking, while multi-factor authentication provides additional security.
Data vulnerabilities: Regularly backing up data: Regularly backing up important data can help restore the system to
prevent data loss or exploitation by attackers.

Security awareness Vulnerabilities: Be aware of security awareness and behavior: Users should be vigilant to avoid
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clicking on suspicious links, downloading files from unknown sources, and taking care not to disclose sensitive
personal information.

Unsolved vulnerabilities: Consult security experts: Consult security experts and security forums to learn about the
latest security threats and repair methods, and take appropriate measures in a timely manner.

2.2.3 In the main window, you can view various information about the scanned host. Including general information,
vulnerability letters

Breath and error message.

2.2.4. Use the built-in tool of X-Scan

3. We designated IT to conduct vulnerability testing once a month. The most recent was on April 22, 2024.

1. ENEBLE2024F45 1 BEFH F 2R, 1EINTIKREURANLEER, E5E5XHH%EE7: mElid. FiE
202454 5 1 BFFSASEHE.

2, mENEARE:

2.1, ®E X-Scan

2.1.1, RENSEE

2.2.2, 2BiRE

2.2.3, @HRE

2.2, FHemAEEER

2.2.1, FHeRAME

2.2.2, FAMEERS, “X-Scan Report’HIMIIAHEIR =B IH. EPERAMINFERRERMMBRTZR, FRIE
FriRtAURRTS 2R, MRRRER.

bban: REEFIRMERS: BERR BasHRhLTe N T RIEECHRE. WRNEEFRERFILISKEEFT
NZeiEs.

REGiRR: EFREFINERER: MRTEERSR, S=ARERNBERFEIREEERE. EREIMX SRR
2, LEREGRFIZ2EE.

B4R EMEFRPRSY: RGBS RAHRIFEER, TLURBHMGUFIRE IEREIRARING, i
AGmiERYXBS,

BoXiEIRmiR: ECERKE: PSR LASEREENEmE, BEIEREFNAGHDME. BRI ISEREE, =
LUBIMRSGHNR =M.

ERmAE: ERAREEMZERSMHIIE: ERABERIULUMIEEIENSHRE, mESEESHWIETLURHEIMIZ
ESTS/AN

HiERR: EHSMOEUE: EHROEEEIETLESIMRERS, LB LESIRERSWILGEEFIA.
ZeRIRER: TERZERRMITA: APMZRSED, BRI AR, THARNRRISME, LIESER
EMEMNASRER.

TEERNER: SE5L2ExEN: JUSELEER. REBIEFRE, THEFTNRZEEMFNEETTE, FR

B SREE R FYFE .

2.2.3. EEFOYF, FUEFARIIENNSMHMER. SESEBEER. RREE
BfERES.

2.2.4, {3 X-Scan WE®TLH

3. HiNEEITREHTENB—RBEEUN. RIE—IRE2024564522H.,

Acceptance Comments: Accepted

Already implemented

Will implement
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Will not implement/ will not comply with corrective action request 23, T (T, 2in

Comments: 1. We have updated the program file on April 1, 2024 to add steps for vulnerability testi Please
refer to Section 9 of the document: Vulnerability Testing. We started implementation on April 1, 20

2. Vulnerability testing process:

2.1. Set X-Scan

2.1.1. Set the detection range

2.2.2. Global Settings

2.2.3. Plug-in Settings

2.2. Start scanning and view the result

2.2.1. Start scanning

2.2.2 After the scan is complete, the Web Scan Report of X-Scan Report will be opened automatically. There are
detailed vulnerability information and solutions for scanning. And according to the solution provided, solve the
vulnerability information.

For example: Update the operating system in a timely manner: operating system manufacturers regularly release
security patches to fix known vulnerabilities. Make sure your operating system is updated to get the latest security
fixes.

System Vulnerabilities: Updating software and applications: In addition to the operating system, third-party
software and applications can also be vulnerable. Update these software and applications regularly for the latest
security fixes.

Software vulnerabilities: Install and update antivirus software: Installing and keeping up-to-date antivirus software
can detect and prevent malware intrusion in a timely manner, thereby reducing the risk of system vulnerabilities.
Firewall vulnerabilities: Configure firewalls: Firewalls can monitor and control network traffic and prevent
unauthorized access and attacks. Ensure that the firewall is correctly configured to enhance system security.

Login Vulnerabilities: Use of strong passwords and multi-factor authentication: Using a strong password prevents
guessing or cracking, while multi-factor authentication provides additional security.

Data vulnerabilities: Regularly backing up data: Regularly backing up important data can help restore the system to
prevent data loss or exploitation by attackers.

Security awareness Vulnerabilities: Be aware of security awareness and behavior: Users should be vigilant to avoid
clicking on suspicious links, downloading files from unknown sources, and taking care not to disclose sensitive
personal information.

Unsolved vulnerabilities: Consult security experts: Consult security experts and security forums to learn about the
latest security threats and repair methods, and take appropriate measures in a timely manner.

2.2.3 In the main window, you can view various information about the scanned host. Including general information,
vulnerability letters

Breath and error message.

2.2.4. Use the built-in tool of X-Scan 1. HNNELKE2024F48 1 HEH F2FEE, ENTiRwEitagLE
R, BEENHENED: mEik. FH111E202454 8 1 BFFAASCHE.
2. BiENRSRR :

2.1, ®E X-Scan
2.1.1, RESEE
222, 2RFIRE
223, ARE

2.2, FHRIEHERS
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2.2.4, f#H X-Scan WE®HTEH

Reopen Comments: Please also describe the who conducts tests and frequency of tests in the comments area,

with date of implementation provided.

5 To whom does the facility report cybersecurity threats and attempts at unapproved
access to network systems? (Select all that apply)

Senior management
Internal business partners
External business partners
Customers / suppliers

Government agencies

No reporting process and procedure in place
Comments: The factory only reports cybersecurity threats and attempts at unapproved access to network
systems to senior management Mr.Ye/IT Manager and government agency. However, the factory doesn't inform

internal/external business partners and customers/suppliers.

CAPA Assigned 2024/04/18 | Due Date 2024/06/17 [ Included in scoring ]
CAPA: This is a best practice. Please consider establishing developing a policy to report cyber security threats and

unauthorized attempts at accessing your network systems to internal/external business partners,
customers/suppliers, government agencies, etc.
If you have already implemented, please describe in the comment section when and how you completed the
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corrective action or implemented the process, and upload the photographic evidence of completion. Otherwise,
please comment that you acknowledge your consideration of implementing this process in the future.

CAPA Guidance: The policy should include:

- how to report threats, attempted unauthorized access, and completed unauthorized access to facility's IT
infrastructure and electronic data

- timing of reporting in relation to when the threat/attempt/completed unauthorized access occurred

- who to report attempts to, ex. Internal/external business partners, customers/suppliers, government agencies,
etc.

(® Already implemented

Acknowledged - Will consider implementation in future

25, EAEFHITE.. zip
Comments: We have reformulated the procedure documents and stated that cybersecurity threats and
unauthorized access to network systems should be immediately reported to department/external business partners,
customers/suppliers, government agencies, etc., cybersecurity threats and unauthorized attempts to access your
network systems. We have already started the process on April 15, 2024. Please refer to Section 8 of the
Information Technology and Network Security Management Procedures: Reporting of Network Security Incidents,
Section 8.3. HAEMHIE TIEF XY, ASERIINEZ 2 RIMFIRERETLR NS R SE
’L, NIZZIEER/FMERAL S SR, ZF/HRNRE. BITTMEFR S MNEZ 2 BIFIRERNAI=IR G ERINE R
FRITH. BRAIIBEHE20245F48 15BFHALIEZER. IESEMHHERRATINE LS EEREFPHESSK: NELR
SEMAIRE, $8.3%5K.

Acceptance Comments: Accepted

26 Are automated systems in place to monitor and prevent attempts of unauthorized access
and tampering with systems and/or electronic data?

® Yes

No
Comments: The factory has installed G360 safety guard system to monitor and prevent attempts of unauthorized

access and tempering with systems.

27 Does management regularly review the employees with network access in order to restrict
access to only those applications required to perform current job requirements?

(® Management reviews monthly
Management reviews quarterly
Management reviews annually

No management review conducted

Comments:

58 Is there a written procedure to remove network access for employees who are terminated
or on leave longer than vacation?

@ Yes, written process includes long term leave and terminated employee's access removal
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Yes, written process is available, but it does not include long term leave, only terminated
employees access removal

No written process was available for removing network access for terminated employees at the
time of audit

Comments:

29 How is computer access managed at the factory? (Select all that apply)

Passwords are required
Passwords must be complex
Passwords are changed periodically.

No passwords are required
Comments:

30 If employees and/or contractors are permitted to access information technology (IT)
systems remotely, is a virtual private network (VPN) or similar software used to control access?

Remote access is permitted and VPN or similar software is used
Remote access is permitted but no VPN or similar software is used to control access

(® Remote access is not permitted
Comments: The factory doesn't allow remote access to its network.

31 Do all security policies apply to personal devices that connect to the network?

@ All security policies apply and the facility does not permit personal devices to connect to the
network without using a VPN or similar software

All security policies apply to personal devices

Security policies do not apply to personal devices
Comments:

32 Does IT security limit and monitor the downloading of software and access to external

websites?

® Yes

No
Comments:

33 How frequently is data backed up for this facility?

Data is backed up daily
(® Data is backed up weekly
Data is backed up monthly

No data back ups are performed
Comments:
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34 Is the data backup stored offsite and encrypted? (Select all that apply)
Data backup is stored offsite
Data backup is encrypted
Data is not stored offsite nor encrypted
Comments:
35 Is there a written procedure to address returning equipment slated for disposal back to IT?
® Yes
No
Comments:
Conveyances and Instruments of International Traffic 100%
36 Does the facility load trailers/containers or Instruments of International Traffic (IIT)?
® Yes
No
Comments:
37 While in the facility's control are containers stored in a secured manner whether on-site
or off-site? (Select all that apply) Please attach photo of each applicable area.
Container/trailer storage area is free from personal vehicle parking and any
other storage m
Container/trailer storage area is secured and/or monitored (please describe)
Stored, loaded containers/trailers are secured with a seal Container storage ..docx
Container/trailer storage does not meet minimum security requirements
Comments: There was no container storage in the factory during audit day. The factory has established a
procedure to require containers/trailers must be stored in a designated, secured area, monitored by specialized
persons, free from personal vehicle parking and other storage. All loaded containers/trailers stored for any period of
time must be closed and secured with a seal that meets the requirements outlined in the seal security section.
38 Were you able to observe a container inspection in process or a previously completed
container inspection via CCTV recordings?
® Yes
No
Comments:
39 Is there a written procedure in place to inspect the security integrity of a container or

trailer prior to loading?

® Yes

No
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40

41

42

43

Comments:

Is there a documented, comprehensive inspection of a trailer/container conducted prior to
loading of the container? (Select all that apply)

Checklist is utilized (please attach photo of checklist)

Size of container notated

Container number notated Container inspectio.. |
Name of person performing the inspections included on checklist

Date and time of inspection notated

Floor and roof of container intact no holes or leaks notated

Outside walls free of damage notated

Undercarriage checked for damage

SN0 00

Inspection for invasive species (eggs nests, dirt seeds) included

No inspections completed or documented
Comments:

Are photos and/or CCTV videos taken during the container/trailer loading process?
(Select all that apply)

Photos are captured
Video is captured

No visual documentation is recorded

Comments:

Does the shipping area use equipment to conduct a 7-point container inspection? (Select
all that apply) Please attach photo of all equipment used to conduct this container inspection.

Measurement tool
Mirrors for undercarriage

Tap test tool Inspection tool for c..jpg

Container Interior cleaning tool

No tools available/tools do not meet requirements

Comments:

Material Are container inspections conducted in a secure area and in view of CCTV cameras?

(Select all that apply)
Trailer inspection area is visible on CCTV
Inside of trailer/container is visible from tail to nose on CCTV
Inspections are conducted in a secured area

Inspections are not captured on CCTV nor in a secured area

bsi.connect Page 19 of 69

screen


https://scrisksolutions.com/WEBAPI/api/GetFile?BaseAssessmentAnswerTempUrl=%5CAssessmentAnswers%5C16634274%5CContainer%20inspection%20report.jpg&BaseAssessmentAnswerTempName=Container%20inspection%20report.jpg&filePath=%5CAssessmentAnswers%5C16634274%5CContainer%20inspection%20report.jpg
https://scrisksolutions.com/WEBAPI/api/GetFile?BaseAssessmentAnswerTempUrl=%5CAssessmentAnswers%5C16634274%5CContainer%20inspection%20report.jpg&BaseAssessmentAnswerTempName=Container%20inspection%20report.jpg&filePath=%5CAssessmentAnswers%5C16634274%5CContainer%20inspection%20report.jpg
https://scrisksolutions.com/WEBAPI/api/GetFile?BaseAssessmentAnswerTempUrl=%5CAssessmentAnswers%5C16634277%5CInspection%20tool%20for%20container.jpg&BaseAssessmentAnswerTempName=Inspection%20tool%20for%20container.jpg&filePath=%5CAssessmentAnswers%5C16634277%5CInspection%20tool%20for%20container.jpg
https://scrisksolutions.com/WEBAPI/api/GetFile?BaseAssessmentAnswerTempUrl=%5CAssessmentAnswers%5C16634277%5CInspection%20tool%20for%20container.jpg&BaseAssessmentAnswerTempName=Inspection%20tool%20for%20container.jpg&filePath=%5CAssessmentAnswers%5C16634277%5CInspection%20tool%20for%20container.jpg

44

45

46

47

48

49

Comments:

Does the facility maintain training records indicating which employees are trained to
perform a 7-point container/trailer inspection?

® Yes
No

Comments:

Material Is there a procedure where management or supervision conducts follow up inspections?

® Yes

No
Comments:

Are container/trailer inspections supervised?
® Yes

No
Comments:

Does the facility directly contract transportation service providers for any of their customers
or business partners?

® Yes

No
Comments:

Does the facility have a written procedure to require confirmation of arrival at

destination (container yard or freight forwarder's location) for items shipped?

® Yes

No
Comments:

What tracking technologies does the facility require to be used by the contracted

transportation company to confirm cargo arrival?
(® GPS carrier controlled
GPS shipper controlled
Cell phone check by carrier dispatch
Cell phone confirmation by driver
Other

No tracking technologies used
Comments:
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50 Where possible, are transit routes from the facility to the port or next destination

location randomly changed to minimize predictability?
® Yes
No

Only one route is available

Comments:

51 Does the facility provide written instructions to transportation service drivers detailing

that only required stops are permitted? ( i.e. inspections by governmental agencies, refueling etc.)

Only select NA if this facility is strictly leveraging only small packages via consolidator carriers.
® Yes
No
NA

Comments:

52 Does the facility document driver information for arriving and departing material

movements? (Select all that apply)
Driver log is maintained (please attach photo of driver log in use)

Tractor number listed

Container/trailer number listed Driver Log.ing
Photo ID required of drivers

Carrier name

Date

Arrival Time

Departure Time

Seal verification information for container/trailer departure

S0 080800

No driver log available

Comments:

53 Does the facility ship less than container load (LCL)?

Yes

® No

Comments: The factory does not use LCL shipment.

55 Does the facility make air shipments?

Yes
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57

59

60

(® No

Comments: The factory does not make air shipment.

Does the facility make any shipments in open top, open sided, ventilated (livestock), soft
sided containers?

Yes

® No
Comments: The factory does not make any shipments in open top, open sided,ventilated (livestock), soft sided

containers.

Are international shipments sealed with an ISO 17712:2013 compliant high-security seal
immediately after a container or trailer is loaded?

Only select NA if this facility is strictly leveraging only small packages via consolidator carriers.

@ Yes (please attach photo of ISO approved seal utilized)

464434 3 4
' /

No
NA

ISO approved seal s... jpg

Comments: The seals for the international shipments were all met the most current 1ISO17712:2013 standards.

Does the facility have written and verifiable procedures to ensure that security seals are
controlled? (Select all that apply)

Only select NA if the seals are provided by a 3rd party such as a consolidator or carrier.
Policy is written (please attach photo of applicable section of procedure)

Seals are secured in storage

Specific employees are listed who have access to seal storage
No written policy is available

NA

Security seal contro..jpg

Comments:

Agricultural Security 100%

61

Does the facility remove dirt and other debris from containers' exterior prior to loading?

Only select NA if this facility is strictly leveraging only small packages via consolidator carriers.

® Yes

No
Dirty or damaged containers are refused

NA

bsi.connect Page 22 of 69

screen


https://scrisksolutions.com/WEBAPI/api/GetFile?BaseAssessmentAnswerTempUrl=%5CAssessmentAnswers%5C16634297%5CISO%20approved%20seal%20stored%20in%20secured%20cabinet.jpg&BaseAssessmentAnswerTempName=ISO%20approved%20seal%20stored%20in%20secured%20cabinet.jpg&filePath=%5CAssessmentAnswers%5C16634297%5CISO%20approved%20seal%20stored%20in%20secured%20cabinet.jpg
https://scrisksolutions.com/WEBAPI/api/GetFile?BaseAssessmentAnswerTempUrl=%5CAssessmentAnswers%5C16634297%5CISO%20approved%20seal%20stored%20in%20secured%20cabinet.jpg&BaseAssessmentAnswerTempName=ISO%20approved%20seal%20stored%20in%20secured%20cabinet.jpg&filePath=%5CAssessmentAnswers%5C16634297%5CISO%20approved%20seal%20stored%20in%20secured%20cabinet.jpg
https://scrisksolutions.com/WEBAPI/api/GetFile?BaseAssessmentAnswerTempUrl=%5CAssessmentAnswers%5C16634298%5CSecurity%20seal%20control%20procedure.jpg&BaseAssessmentAnswerTempName=Security%20seal%20control%20procedure.jpg&filePath=%5CAssessmentAnswers%5C16634298%5CSecurity%20seal%20control%20procedure.jpg
https://scrisksolutions.com/WEBAPI/api/GetFile?BaseAssessmentAnswerTempUrl=%5CAssessmentAnswers%5C16634298%5CSecurity%20seal%20control%20procedure.jpg&BaseAssessmentAnswerTempName=Security%20seal%20control%20procedure.jpg&filePath=%5CAssessmentAnswers%5C16634298%5CSecurity%20seal%20control%20procedure.jpg

62

63

64

65

Comments:

Does the facility have a procedure to inspect and review evidence of pest access such as

baited traps, periodic extermination, and removal of debris from shipping and storage facilities?

® Yes
No

Comments:

Is wood packaging material heat treated or fumigated to kill pests and limit the potential
for introduction of pests at the container stuffing location? (Select all that apply)

Only select NA if the facility is not using wood packing material.

Only heat treated or otherwise treated packaging material is utilized at this location

Origins of all wood used in the manufacturing process is documented and provided to the
receiver

Factory cannot detail how wood packaging material is treated prior to utilization

2 NA

Comments: The factory doesn't use wood packaging material.

Are wood products or materials utilized in the manufacturing or packaging process
identified by source and species?

Only select NA if the facility is not using wood products or packing material.
Yes

No

® NA

Comments: The factory doesn't use wood materials in the manufacturing process.

Are wood pallets used in the shipping process heat treated or fumigated to kill pests and
limit the possible introduction of pests at the loading facility? Are pallets stored inside the facility to limit
the exposure to seeds, dirt and other forms of contamination? (Select all that apply)

Only select NA if the facility is not using wood pallets.

Pallets are heat treated or fumigated

Pallets are marked with a heat treated stamp or a Phytosanitary inspection certificate is issued
with each pallet delivery

Pallets are stored inside the building
Pallets are observed stored outside and on the ground

Pallets are not heat treated nor fumigated

2 NA

Comments: The factory doesn't use wood pallets for international shipment.
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Seal Security 100%
66 Are security seals stored in a secured location?

Only select NA if the seals are provided by a 3rd party such as consolidator carriers.
Yes (please attach photo of seal storage location)

No

® NA

Comments: Seals are supplied by the transportation service provider when loading is required

67 Does the facility have documented test reports or statements from the seal vendor to
validate that the seals utilized meet the most recent ISO 17712 criteria?

Only select NA if the seals are provided by a 3rd party such as consolidator carriers.
(® Yes (please attach photo of test report)
No

NA Seal test report.jpg

Comments:

68 Is there a procedure in place requiring management level personnel to conduct periodic
audits of the seal inventory, seal log, and shipping documents and conveyances to validate that the seal

controls are being followed. All steps must be documented. (Select all that apply)

Only select NA if this facility is strictly leveraging only small packages via consolidator carriers.
A written procedure is available
Audits are conducted
Audits are documented
No written procedure or practices are in place

NA

Comments:

69 Describe the facility's seal application process. (Select all that apply)

Only select NA if this facility is strictly leveraging only small packages via consolidator carriers.

VVTT process included in seal application procedure

Secondary testing and validation is checked by supervisors or security guard at time of exit from
the facility

Seal numbers are written on shipping documents

Testing procedure recorded on CCTV footage
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Seal numbers are communicated or otherwise transmitted to the consignee
Facility is advised when seal numbers are changed prior to departure from port of origin

NA
Comments: Auditor noted that loading procedure could be seen through CCTV recordings, but the seal testing

procedure couldn't be seen through CCTV after loading.

CAPA Assigned 2024/04/18 | Due Date 2024/06/17 (| Included in scoring |
CAPA: Develop a seal security procedure that requires all ISO 17712 seals are applied properly and that changes

made prior to sailing are reported to both origin and destination.

Describe in the comment section when and how you completed the corrective action or implemented the process.
Please attach a photo of the process with the title and description of document.

CAPA Guidance: The procedure must also include at a minimum:

- VVTT process included in seal application procedure

- Secondary testing and validation is checked by supervisors or security guard at time of exit from the facility

- Seal numbers are written on shipping documents

- Testing procedure recorded on CCTV footage

- Seal numbers are communicated or otherwise transmitted to the consignee

- Facility is advised when seal numbers are changed prior to departure from port of origin

Comments section must include actions completed or to be taken. If attaching a document, please explain which
page will be the start of your process.

CAUTION: Selecting option "Will not implement/ will not comply with corrective action request" is indicating that
you acknowledge that your final score for this question will lose points and may be negatively viewed by SCAN

Members.
(® Already implemented

Will not implement/ will not comply with corrective action request

69. FEATEEETTCC..zip
Comments: 1. We have reformulated our stamp management procedures and requested to see the stamp

inspection action on CCTV. We have already started implementation on April 15, 2024.

2. We adjusted the position of CCTV to see the rear and inside of the container vehicle.

3. We require the shipping personnel to conduct VVTT inspection and record after the container is filled.

1. RMEELEHHETRINNENEEEER, HEKEAKREBEN LERNENE T, FRIIELE2024504515H
FHAsEHE.

2. FANWEERTCCTVRISHL, BRIEHEFRESFIMER.

3. FMERMS ARERBEHEHITVVITIREFFICR.

Acceptance Comments: Accepted
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Procedural Security

70

71

72

73

74

Is the area adjacent to the shipping and receiving areas enclosed or otherwise

monitored?
@ Yes (please attach photo showing enclosure and/or monitoring method)

No

T
—_—

The shipping_and re.. jpg

Comments: The shipping and receiving area was enclosed by enclosed tape fence, monitored by CCTV, security
guard and Warehouse Manager, and lighting & CCTV cameras were covered the shipping and receiving area.

Is a written procedure in place to report unauthorized access to a container or a trailer,
and/or product storage areas within the facility including whom to notify?

@ Yes (please attach photo of applicable section of procedure)
No

Procedure to report.. jpg

Comments:

Is a written procedure in place to monitor and limit access to critical operational areas of
the facility, such as warehouse picking, final packing or packaging, shipping and receiving?

@ Yes (please attach photo of applicable section of procedure)

No

Critical area monito.. jpg

Comments:

Is a written procedure in place that requires all information used in the shipping

documents for merchandise/cargo to be legible, complete, and accurate?
@ Yes (please attach photo of applicable section of procedure)

No

Shipping document.. jpg

Comments:

Is a written procedure in place to resolve a carton count shortage, overage, or any
documentation issue found during container or trailer loading; or after the shipment has departed the

facility?

@ Yes (please attach photo of applicable section of procedure)

No

o

Carton shortage or .- jpg

Comments:
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75 Are international shipments marked, counted, weighed, and properly reported on
shipping documents?

@ Yes (please attach photo of applicable documentation)

No
International shipm... jpg
Comments:
76 Is a written procedure in place that restricts access to shipping and receiving
documentation?

@ Yes (please attach photo of applicable section of procedure)

No

hipping_and receivi..jpg
Comments:

77 Are pre-printed paper documents/forms used to prepare commercial documents and
properly secured?

(® Pre-printed documents are secured
Pre-printed documents are not secured

Pre-printed paper documents are not utilized
Comments:

78 Are shared network printers password protected when used to prepare export
documents?

Only select NA if there are no shared network printers being utilized.
® Yes
No
NA

Comments:

79 Are commercial document packets sent with the shipment at departure? Please explain
process.

® Yes
o

Commercial docu.. docx

Comments: Commercial document packets were sent with shipment at departure once the information is verified

as correct.
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80 Is a written procedure in place to notify local law enforcement and the customer when
illegal shipping activity or any abnormality is suspected or detected?

@ Yes (please attach photo of applicable section of procedure)
No

Reporting_illegal shi.. jpg
Comments:

81 Are access control procedures and devices used to ensure that only authorized employees
have access to the facility?

@ Yes (please attach photo of applicable documentation section and device)

No

Access control proc.. jpg

Comments:

82 Is there a procedure in place to notify Business Partners of security issues such as

attempted theft, fraud or internal conspiracies?
@ Yes (please attach photo of applicable section of procedure)

No

Notify business part..jpg
Comments:

83 Does the shipping department validate the freight being loaded against the Purchase
Order prior to departure?

® Yes

No
Comments:

84 Critical Is a written procedure in place to control the issue, removal, and changing of access
devices such as ID badge, door and lock keys, access cards, and security alarm codes?

@ Yes (please attach photo of applicable section of procedure)

No

Physical access con... jpg

Comments:

85 Do you have dedicated security staff/guards on site?
® Yes

No

Comments:
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86 Are written job descriptions in place outlining the roles and responsibilities of security staff
or staff performing dual roles that include security functions?

® Yes
No

Comments:

87 Does the facility require the security staff or contractors to “patrol” the facility during off
business hours and “patrols" are documented either with CCTV surveillance, electronic recordings or with
paper check lists?

Patrols are required; documented electronically or via CCTV
@ Patrols are required; documented via paper only
Patrols are required; no documentation available

Patrols are not required nor documented
Comments:

88 Does management verify compliance with security company work instructions and policies?

® Yes

No

Comments:

Physical Security

89 Is there a designated employee and visitor vehicle parking area separate from the
shipping and receiving area?

@ Yes (please attach photo of applicable area)
No

The designated vehi.. jpg

Comments:

90 Are appropriate controls in place to segregate domestic goods from goods intended for
international shipment?

® Yes
No

Comments:

91 Is a preventative maintenance procedure in place that requires a regular inspection of
perimeter fencing or other barriers, buildings, and structures? (Select all that apply)

Procedure is written

Regular inspections are documented
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92

93

94

Preventative maintenance logs kept

Nothing in place

Comments:

Are there any barriers to limit the ingress and egress to the facility by vehicles and

personnel? Please attach photos of applicable areas.
(® Physical barriers

Environmental barriers

Combination of Physical and Environmental barriers Solid fence to limit ... jpg

No barriers
Comments: Concrete walls as fences were installed as physical barriers and main gates were protected by metal
gate, security guards and CCTV cameras were all controlled for main entrances.

Are gates locked or otherwise secured when not in use?

Only select NA if gates are not present at the facility.
@ Yes (please attach photo of applicable areas)
No

NA Main gate locked an...jpg

Comments:

Does the facility have sufficient lighting at entrances, exits, cargo handling and storage
areas, along fence lines, and in parking areas to detect movement during periods of darkness?

Yes
® No

No lighting_on fence.jpg

Comments: The auditor noted lightings were installed at the entrance, loading area, storage areas, etc, but no

lighting was installed for the fence.

CAPA Assigned 2024/04/18 | Due Date 2024/06/17 (| Included in scoring |
CAPA: Establish a documented process and implement sufficient lighting at all required areas to allow for

detection of movement during periods of darkness.

- If you have already implemented, please describe in the comment section when and how you completed the
corrective action or implemented the process. Please attach a photo of the process with the title and description of
document.

- If you will implement, please provide your corrective action plan and the timeline (future date) for completion and
implementation of the process in the comment section

CAPA Guidance: Comments section must include actions completed or to be taken. If attaching a document,

please explain which page will be the start of your process.
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CAUTION: Selecting option "Will not implement/ will not comply with corrective action request" is indicating that
you acknowledge that your final score for this question will lose points and may be negatively viewed by SCAN

Members.
(® Already implemented
Will implement

Will not implement/ will not comply with corrective action request
94, BAILIETE. zip

Comments: We purchased lighting and installed it on the fence. We have completed the installation on April 20,
2024. KXW T HEFRSE, TREEEL, FIIEEHE20245045 200 R,
Acceptance Comments: Accepted

g5 Which of the following security technologies does the facility incorporate as part of its
systems and controls? (Select all that apply)

CCTV
Access Control
Security Alarm
Other Technologies Used

None

Comments: The auditor noted no access control was installed or used as security technology.

CAPA Assigned 2024/04/18 | Due Date 2024/06/17 (| Included in scoring |

CAPA: Establish a written procedure that requires security technology is installed including the types of

technology.

- If you have already implemented, please describe in the comment section when and how you completed the
corrective action or implemented the process. Please attach a photo of the process with the title and description of
document.

- If you will implement, please provide your corrective action plan and the timeline (future date) for completion and
implementation of the process in the comment section.

CAPA Guidance: SCAN's expectation is to install CCTV, security alarms and access controls such as gates, security
staff, etc. at the facility.

Comments section must include actions completed or to be taken. If attaching a document, please explain which

page will be the start of your process.

CAUTION: Selecting option "Will not implement/ will not comply with corrective action request" is indicating that
you acknowledge that your final score for this question will lose points and may be negatively viewed by SCAN

Members.
(® Already implemented
Will implement

Will not implement/ will not comply with corrective action request
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Comments: We purchased the infrared alarm system and access control system and installed them on April 20,
2024. FAIRW TOIMBRE RS IER G, FHEEHE20245F048 208317 7 =5 fEMA.
Acceptance Comments: Accepted

Do you have written procedures governing the use of the security technology?

® Yes
No

Comments:

Was security equipment installed by a licensed/certified contractor?
® Yes

No

Comments:

Material Do you have maintenance contracts in place for your security systems?

(® Yes, current contracts are in place

No current contracts in place
Comments:

Are Critical Security Infrastructure locations secured and authorized access limited to only
those whose jobs require access?

® Yes

No
Comments:

In the event of a power outage, does the facility have an alternate electrical power

system to ensure uninterrupted operation of electronic security systems?

Only select NA if there are no electronic security systems.
Yes
® No

NA

Comments: Auditor noted the CCTV system didn't have alternate electrical power system.

CAPA Assigned 2024/04/18 | Due Date 2024/06/17 (| Included in scoring |

CAPA: This is a best practice. Please consider establishing a backup power system to power critical systems in the

event of a power failure.
If you have already implemented, please describe in the comment section when and how you completed the
corrective action or implemented the process, and upload the photographic evidence of completion. Otherwise,

please comment that you acknowledge your consideration of implementing this process in the future.
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101

102

103

CAPA Guidance: Any security technology used at the facility must have a back up power source to allow systems

to continue operating if electricity is lost. Examples include but are not limited to battery source or generator.

Comments section must include actions completed or to be taken. If attaching a document, please explain which

page will be the start of your process.
(® Already implemented

Acknowledged - Will consider implementation in future

100, ERAIIRM) 7. zip
Comments: We purchased a backup power supply to install in the CCTV to ensure the uninterrupted power
supply of CCTV, and it has been installed and used on April 20, 2024.
ARG T BFBRIRLREECCTVRE, {RIUECCTVEEARBIRRILMER, FHELEA20245F048 200177 R5fER.
Acceptance Comments: Accepted

Is a CCTV system used to monitor the facility and premises’ including entrances, exits,
cargo storage, shipping, packing and other loading/unloading areas? (Select all that apply)

All entrance(s) / exits

Cargo storage / shipping

Loading / unloading area(s) CCTV control system.jpg

Packing area

Perimeter

S080800

CCTV coverage in additional areas. (Please describe in comments)

No CCTV
Comments: Additionally, the CCTV system was also covered with production workshops, office areas, etc.

Does your CCTV system have a failure alarm that indicates when the system is off line
or no recording is underway?

® Yes
No

Comments:

Does the CCTV system run 24 hours per day 7 days per week?

@ Yes (please attach photo of applicable area)
No

CCTV records.jpg
Comments:

104 Is the facility's CCTV system recording at the highest quality picture setting available?

® Yes
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106

107

108

109

No

Comments:

Does the facility's management team conduct random and documented reviews of CCTV
footage periodically to ensure security procedures are being followed?

® Yes

No
Comments:

How many days are CCTV recordings kept?

90 or more days
45 - 89 days
30 - 44 days

(® Less than 30 days

CCTV records.jpg

Recordings not retained
Comments: Auditor noted that the factory kept CCTV records of some areas such as production areas, main gates

for 20 days, some areas such as perimeters for 80 days.

Do employees display their ID badge at all times while at the facility?
® Yes

IDs carried but not displayed

No
Comments:

Is a written procedure in place to require visitors to present photo identification upon
arrival and have security or other authorized employee record their information in a log? (Select all that

apply)
Written procedure is available
Photo ID are checked
Visitor Log is utilized

No written process is in place

Comments:

Is a written procedure in place to inspect a visitor's bag before entering and leaving the
manufacturing, production or shipping area of the facility?
® Yes

No

Comments:
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110 Is a visitor issued a numbered visitor badge which is displayed or carried while at the
facility?

@ Yes (please attach photo of applicable item)
No

Visitor badge.jpg
Comments:

m Is a visitor escorted at all times while at the facility?
® Yes

No
Comments:

12 Is a written procedure in place to inspect packages prior to distribution?

® Yes

No
Comments:

13 Are hazardous materials or high value goods segregated when stored at the facility?

Only select NA if there are no high value or hazardous material items at the facility.
Yes

No

® NA

Comments: No hazardous materials is stored and used in the facility

Personnel Security 100%

M4 Does the facility have a written procedure in place to validate information provided on an
employment application, such as an address, previous employment history, education, personal or
professional references, and a certification? (Select all that apply)

Policy is written

Education check

Reference check

Previous employment check
Nothing in place

Comments:

15 Are permanent and temporary job applicant(s) required to submit a written application for
employment and provide proof of their identity? (Select all that apply)
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Written application required

Government issued ID required

Comments:

16 If allowed by local law, is a written procedure in place to perform a background check on
an applicant and employee who works in a sensitive area of the facility, such as personnel, shipping,
computer systems, or contract employees?

Only select NA if not allowed by local law.
(® Yes, written procedure is in place
No procedure is in place

NA

Comments:

17 Which type of check is conducted? (Select all that apply)

Criminal Check
Credit Check

Other
Comments:
Security Training & Threat Awareness 100%

18 Is a security threat awareness training provided to all new employees and an annual
refresher course for current employees? (Select all that apply)

Training program in place

Training logs are kept to insure required personnel attend the training
Management personnel randomly reviews documentation

Training provided annually for all employees

Training provided for new employees

There is no Threat Awareness training in place

Comments:

19 Does security threat awareness training cover security-related issues?
® Yes

No
Comments:

120 Is there an evaluation of understanding included at the end of a training session? (Select
all that apply)
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Evaluations are conducted
Retraining is required if a successful score is not achieved

No evaluations are conducted
Comments:

121 Does the facility provide training to employees who conduct security and agricultural
inspections? (Select all that apply)

Training material lists specific requirements
Training logs list employees working in this area

Training provided annually for existing employees with this job function

S000

Training provided for new employees with this job function
No training logs for this specific criteria

No training material for this specific criteria
Comments:

122 Does training include security criteria for restricted areas of the facility such as final
packing, shipping and receiving? (Select all that apply)

Training material lists specific requirements
Training logs list employees working in this area
Training provided annually for existing employees with this job function

Training provided for new employees with this job function

Q0

No training logs for this specific criteria

No training material for this specific criteria

Comments:

123 Does Threat Awareness training inform employees of procedures to report suspicious
activity or a security incident?

® Yes
No

Comments:

124 Does Threat Awareness training provide additional instruction to shipping and receiving
employees regarding access controls, container and trailer inspection, and security seal control

procedures? (Select all that apply)
Training includes shipping & receiving controls
Training includes how to conduct container/trailer inspections
Training includes container/trailer sealing practices

Training includes how to control seals
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No specific additional training is in place for shipping & receiving personnel

Comments:

125 Does the training program include Threat Awareness, Contraband, Human Smuggling and
Terrorism?

® Yes

No
Comments:

126 Does the facility have a program to recognize an employee when reporting a security

incident or recommending improvements?

® Yes

No
Comments:

127 Does training include identifying pest contamination?
® Yes

No

Comments:

128 Is there a documented training outlining the risks of Cybersecurity?

® Yes
No

Comments:

129 Describe the front of the factory building including any signage. Please attach a picture.
No options available

Front gate.docx
Comments: The factory is located at No.701, B2 Building,Wanyang Zhongchuang Cheng, BinHai,ChunHu Street,
Fenghua District,Ningbo City, Zhejiang Province, China. The factory is monitored by the security guard station,
lightings, security CCTV system, security alarms. The perimeter is protected by a fence (made of concrete walls, 2
meters). There is one main entry gate of the industrial zone to control access in/out, closed by metal door and
monitored by 15 security guards and extra 5 internal security guards were assigned to control access in/out for the
accessed factory main entrance, the factory name is displayed on the factory main entrance on the 7F of Building
#B2.
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131
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133

134

Describe the guard station and facility access gates. Please attach a picture.
No options available

Guard station.docx

Comments: The security guard station was located at the main entry gate. A pedestrian entrance is available near
guard station. 15 full time security guards of the Wanyang Industiral Zone on duty for 7 days per week, 24 hours
per day for monitoring the access of the compound. The 5 full time security guards of assessed factory distributed
to 2 shifts on duty for 7 days per week, 24 hours per day for monitoring the access to the factory, they ran two
shifts: 08:00am-08:00pm, 08:00pm-08:00am. The main gate is monitored by CCTV system, security guards and
lightings.

Describe the buildings and structures for this location. Please attach a picture.
No options available

Building.jpg
Comments: The factory rented parts of 7F of one 7-storey building #B from the landlord Ningbo Zhongyin

Technology Co., Ltd with total 5500 square meters, the building was made of concrete, and in good condition and

solid enough to resist unlawful entry.

Describe the shipping and receiving areas. Please attach a picture.

No options available

Shipping_and recei..docx

Comments: The factory has designated one location for the international shipping area in empty space area of
the factory, all protected with enclosed tape fence. This area is restricted, and the access is monitored by the
warehouse manager and security guards. Security CCTV and lightings are also installed. The factory has posted the
list of authorized employees in the area and kept updated.

Describe how the perimeter of the facility is protected from unauthorized access? Please

attach pictures
No options available

Perimeter.jpg

Comments: The factory installed a fence (made of concrete walls, 2 meters) around the factory. CCTV cameras
are installed to monitor the full perimeter. Perimeters are well maintained and solid enough to resist unlawful entry.

Regular patrolling is conducted by the security guard team every day.

Describe the final packaging area. Please attach a picture.

No options available
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Final pm docx

Comments: The final packaging area is located at one separate room of the building #B2, it is separated from
other sections by metal doors and monitored by security CCTV system and security alarms. The access is restricted
to authorized person. The list of authorized persons (name, position, picture) was posted at the entry of the final
packaging area and kept updated. Register was required to monitor unauthorized access.

135 Describe any container storage and vehicle parking areas and please attach picture.
No options available

Vehicle parking_ar.. docx

Comments: There was no container storage area as the factory does not store containers, however when
containers are inspected and loaded, they are located in empty space area of the factory. Parking lot is separated
from loading/unloading area monitored by security guards. The factory provides parking areas for employees
'vehicles at the east side of factory building and the factory provides parking areas for visitors' vehicles along south
fence with visitor parking sign marked. Sufficient lightings and CCTV cameras is available in designated vehicle
parking areas.

136 Did the Factory Representative and the Auditor sign the Opening Meeting Letter? Please
attach the signed copy.

® Yes

No

Comments:
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